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AvocadoAl SEMICONDUCTOR SECURITY SOLUTION

AvocadoNDR Edge E200

IT/OT Visibility and Compliance Evidence for Semiconductor
Operations

Model: AVN-E200-M

For wafer fabs and equipment suppliers, connect equipment-side IT/OT observations with centralized
investigation and evidence management. Review communications and risk across control hosts, PLCs/HMIs,
engineering workstations and facility networks.

Map Equipment Relationships Prioritize Remediation Prepare Compliance Evidence
Relate observed assets and Combine risk, asset criticality and Link equipment history and findings
cross-layer communications through source evidence to focus equipment, to evidence for applicable SEMI E187
passive inventory and Purdue views. facility and security teams. requirements and IEC 62443 controls.

Product Technology and Deployment Scope

Core cybersecurity AvocadoAl combines passive visibility, risk analysis, and traceable evidence.
technology

Industrial-grade
ustrial-g Industrial-grade hardware options are selected for the deployment scope.

hardware
Protection-relay IEC 61850 protection-relay communications can be reviewed against the
scenarios agreed deployment scope.

AvocadoAl Core Capabilities AvocadoAl combines IT/OT and Al Agent context with Al-assisted analysis and traceable
evidence. Controlled verification, human approval and clear data boundaries support accountable security operations
across existing tools.

From Equipment to Operations and Evidence

Equipment / Facilities ] SPAN / TAP ] Edge E200 ] Operations

Control hosts / PLC / HMI Mirrored traffic Passive visibility Events and evidence

No agents are required on monitored PLCs/HMlIs. Authorized PCAP files can be analyzed locally on E200.

Support the Semiconductor Equipment Lifecycle

Customer Workflow Solution Value

Equipment suppliers: Assess authorized packet captures to review equipment communications and risk, and
shipment and fab entry prepare traceable customer handover evidence.

Wafer fabs: daily Observe equipment, engineering workstations and facility networks to support joint
operations investigation of unexpected connections and cross-layer activity.

Maintenance: changes and Compare observations before and after maintenance. Relate equipment configuration,
review remediation items and follow-up evidence.
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AvocadoAl SEMICONDUCTOR SECURITY SOLUTION

Visibility, Investigation and Evidence

Edge E200 provides equipment-side communication evidence and Operations supports centralized workflows.
Add Al Agent and Fab Evidence for investigation, remediation tracking and equipment history.

Monitor Receive mirrored traffic for continuous asset and communication-risk visibility.
Snapshot Import authorized PCAP files for local equipment assessments, maintenance and audits.

Passive inventory and Purdue views relate observed roles, protocols and cross-layer communications. Retain unknowns
where evidence is insufficient; authorized staff can correct layer assignments.

Seven Industrial Risk Categories

01 Unexpected external . 03 High-risk industrial 04 Unexpected

. 02 Lateral activity L
connections protocols communications
05 Plaintext sensitive-data Policy and evidence guide

06 Suspected ARP spoofing 07 File-transfer indicators

clues review

Semiconductor Solutions and Options

Platf
2 . hkd Model Customer Value
Option
Operations AVN-P-OPS Centralize devices, events, health and authorized workspaces. Connect

observations with investigation evidence.

Use authorized evidence for queries, summaries and remediation
Al Agent AVN-X-AGT recommendations, with unknowns and work records. Production-related
actions follow permissions and approval workflows.

Link configurations, shipment/fab-entry/maintenance history and external

Fab Evid AVN-X-FAB
ab Evidence host-check results to applicable SEMI E187 / IEC 62443 control evidence.

Solution Combinations Observe = E200 + Operations; Assist = Observe + Al Agent; Fab = Observe + Fab Evidence.

Agree on Your PoC Success Criteria
Agree on scope Select representative equipment, bidirectional mirror points, data policies and acceptance criteria.
Review evidence Use authorized PCAP or an isolated test network to review normal and risk scenarios.

Assess the fit Record measurements, evidence, capacity limits and remediation items to guide deployment.

Start a Semiconductor PoC

Contact AvocadoAl to agree on observation points, representative equipment, risk scenarios and evidence deliverables.
Functions, configuration, and options follow the agreed proposal and delivery scope. Visibility depends on mirroring, parsers,
and encryption; raw packets remain local by default. Assess SEMI E187 applicability for Windows/Linux hosts within equipment;

host checks use applicable tools. Purdue layers do not directly equal IEC 62443 zones/conduits. Evidence management
does not replace conformity assessment.
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